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Objectives

* Have a clear understanding on how Blockchain technology works
> Evolution from Traditional — Centralized — Decentralized Structures.

* Explore blockchain applications in various fields
> Finance

> Energy, Climate, Supply Chain, Identity...

* Imagine real DECENTRALIZED FUTURES
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Plan

Session 1: Introduction to Blockchains

Session 2: Bitcoin, Ethereum

Session 3: Decentralized Finance (DeFi)
Session 4: Energy, Climate and Supply Chains
Session 5: Blockchain and Democracy
Session 6: Final Examination
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Notation

* Individual or collective work on a blockchain technology or project (30%)
* Active in-class participation, and MCQ (20%)

* Final exam (50%)

- Use case ofr

- essay
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Let's get to know each other

1/ Quick survey

2/ Create a wordpress account here:

www.blockchain-x.eu



http://www.y3d.fr/
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Session 1: Introduction to Blockchains

1.
2,
3.
4.
S.
6.
7.

Required Viewing and Reading

History of digital cash

How does Blockchain work?

Public or private, permissioned or permissionless?
What type of token?

Custodial and non custodial wallet?

Individual work
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What is Bitcoin & bitcoins?

Bitcoin is a peer-to-peer currency
Peer-to-peer means that no central
authority issues new money or tracks
transactions. These tasks are managed
collectively by the network.
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The Satoshi Mystery - The Story of Bitcoin

In the age of the Internet,
"cypherpunks" tried to create an
anonymous, autonomous, free
and direct digital currency that
worked without intermediaries.
Many failed - but not Satoshi
Nakamoto. In the middle of the
subprime mortgage crisis, he was
the first to publish the code for

https: //www.arte.tv/en/videos/097372-001-A /the-satoshi-mystery-the-story-of- Bitcoin.

bitcoin/

iewing

Required v
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https://www.arte.tv/en/videos/097372-001-A/the-satoshi-mystery-the-story-of-bitcoin/
https://www.arte.tv/en/videos/097372-001-A/the-satoshi-mystery-the-story-of-bitcoin/
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The genesis White Paper

Bitcoin: A Peer-to-Peer Electronic Cash
System,
https://bitcoin.org/bitcoin.pdf, 2008

What did you read ?
What did you understand ?
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
avoid mediating disputes. The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and payment uncertainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.

What is needed is an electronic payment system based on cryptographic proof instead of trust,
allowing any two willing parties to transact directly with each other without the need for a trusted

third nartv  Trancactinne that are camnntatinnally imnractical tn reverce wonld nratect cellare



https://bitcoin.org/bitcoin.pdf

1. How does
Blockchain
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1. Someone Wants to Send Bitcoin

David's wallet

David’s public key

David — Sandra 5BTC + m

Transaction request message David'’s private key

D
Digitally signed transaction

l

Broadcast to the Bitcoin network

[

« Private area:

. the only revealed information
* are the digital signature

. encrypted transaction

. and David’s public key

Bitcoin network

) + o=

Digitally signed transaction David's public key

!

David — Sandra 5BTC

Authentic transaction request message

l

Updated the ledger and pass on the message
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The transaction is not yet confirmed

. , Bitcoin network
Unconfirmed transactions

David —* Sandra S5BTC [ Lisa — Sandra 7TBTC

® & @ @ 8 8 & & & B B B 8§ BE B

Mary — John 10 BTC ]/—\,\
: BLOCK #149
David — Sandra 5BTC ] 3
Brian — Lisa  3.02 BTC . _Block ID
] / 8jj4ofh2mk5bg
_ . Previous Block
MNodes group transactions ma83jff874vd
into blocks
Transactions
Lisa — Sandra 7TBTC
BLOCK #145 BLOCK #146 BLOCK #147 BLOCK #148 ESSN s
David —* Sandra 5BTC
Block ID Block ID Block ID Block ID = BTC
jwif83nsdked nci3s0dked? vhd0Z2mi03b5h mag3jffa7dvd Lo isaitei: _—— Fiissiais i y
Previous Block Previous Block Previous Block Previous Block A
kckj83khsd03 jwif83nsdked nc73s0dke02 vhd02mf03b5sh - [
Transactions Transactions Transactions Transactions \\ \-_ Next block
e — _— e —— Blockchain

[
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BITCOIN TRANSACTION
REQUEST MESSAGE

“David sends 5 BTC to Sandra”

David — Sandra 5BTC
N, .
LEDGER® | | LEDGER@ |

Account owner

Value

Account awner

Value

Mary

4

Mary

4

Jakhn

56

Jahn

56

Sandra

83

Sandra

88

Lisa

16

Lisa

16

David

187

Drawid

182

Brian

23

Brian

23

[
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2. The Transaction is Broadcast to the Network

Bitcoin network

Message propagates
on the network

Each node receives the transaction request message,
updates its own copy of the ledger

and passes on the message to the nearby nodes.
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3. Miners Get to Work (Mining Process)

Each node than tries to add . As soon as the new block (N) is
the new block (N) to the block . added all the network adopt the
they received first from the : longest chain possible (A+N)

other nodes : stabilising the whole network
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4. The Hash Function: The Secret Behind Mining

An Example of a Hash Function

_— AC5D6A40
Your 27B8576A
Plaintext I 8B918854
Message 18254B77
398CB120

Input Message SHA-1 Hash Function Hash Value

1 Bl e
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5. Adding a Block to the Blockchain

1 hour

'y

.
g

10 minutes

il B
. »~

BLOCK #152 BLOCK #153 BLOCK #154 BLOCK #155 BELOCK #156 BLOCK #157

[ ess secure

BLOCK #151

BLOCK #150

More secure

Time
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6. Miners Get Rewards

w BITCOIN BITCOINHALVING CYCLE

BLOCK REWARD SCHEDULE
50 BTC

12.5°87C
6.25°%7°C 3.125%C 1 BE25EC

EPOCH 1 EPOCH 2 EPOCH 3 EPOCH 4 EPOCH 5 EPOCH 6
2009-2012 2012-201¢ 2016-2020 2020-202 2024-2028 2028-203

* GENESIS * HALVING I ¢ HALVING II * HALVING III e HALVING IV * HALVING V

E——— (N (] BT




EERIREN TN N S22

7. The Blockchain Keeps Growing

9-T-®

Prrwcs ot 0000 Provs S 128F Provens bt 6801 ‘ ‘ ‘
Maar () »mf%

U thots

Provos bt 0000 Poovioss ke 120F Frovan 6801 ot gt
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History

1990 1993
Cypherpunk A Cypherpunk’s Manifesto

. g A cypherpunk is one
== Who advocates the
Rebels with a Cause

@ (Your Privacy) w|desprec1d use Of i‘w # y .‘vf-'
: @ strong

O
cryptograph A CYPHERPUNK'S 5!
yprograpny MANIFESTO

and privacy-enhancing READTHABUEH

technologies as a means

of effecting social and
by Eric Hughes

political change.

Dav1d Chaum Adam Back Wei Dai Nick Szabo Hal Finney

and DigiCash and Hashcash and B-Money and Bit Gold and Reusable POW

(1990s) (1997) (1998) (1998-2005) (2004)
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History

$

2009 2015 2017
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Public or private, permissioned or permissionless?

How many copies of One Traditionnal and
the ledger? centralized ledger

Many
Owner Group
permissioned <%y FABRIC HEREUM rs.c. rd a
blockchain y HANCE
Who can use theses
copies?
Private and
permissionless +# LTO NETWORK
Group of Actors, blockchain
by validation
Anyone
L]
ripple
Trusted ledger owners or Public and @ .g pp
actors, by validation L. FOS
permissioned energy web
blockchain
Who maintains
integrity of the . o -15
ledger? eb’tCOln Tezos ‘
Public and T v
Anyone permissionless -— ; h
blockchain ‘%% CARDANO 4w CcThereum
o SOLANA
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What type of token?

Cryptocurrency ’ obitCOin 9 IlteCOIn ‘z‘ MONERO

Currency Tokens

| pee € tether @ circLE

Stablecoin Centralized Public (¢) Central Bank
Digital Currency (CBDC)

ecenrrolized

(©) usualusD

Utility Tokens Q e Filecoin -}@5:;:{§{-CARDAN0

ethereum

Security Tokens tZERO ﬂ POLYMATH

Governance Tokens }J\ UNISWAP $ Compound hl/l M A K E R And many others

A token can serve multiple functions and, for example, be simultaneously a utility, security, and governance token
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@ CoinMarketCap Cryptocurrencies DexScan Exchanges Community Products Portfolio Watchlist / (] Log In S .
Cryptos: 12.6M Exchanges: 811 Market Cap: $2.65T ~0.29% 24h Vol: $88.82B ~20.62% Dominance: BTC: 60.7% ETH: 8.5% BETH Gas: 0.88 Gwei v  Fear & Greed: 21/100 Get listed API

Today's Cryptocurrency Prices by Market Cap

The global crypto market cap is $2.65T, a v 0.29% decrease over the last day. Read More

Trending Coins > b O ® Trending on DexScan > P ¥ @ Market Cap > CMC100 >

o $2.65T $159.79

5 S % v 0.29% ~ 0.80%

1 A7 NEI $0.008262 ~ hase 1 MERY/wcRro $0.00002122  + 11.23¢
2 (&) TRUMP s1045 <7 2 (@ STARIOwens  $00M469 - 3es ey P OWERED
3 PEPE $0.056707 - 1.53% S @9 MATEZ/usDT $17.78 1ars Fear & Greed > Altcoin Season >

,\A/\Af\ oy
4 ° SNAI $0.024 e 4 @ 0GPU/WETH $0.4149 1.76% . ,.—.\ 15

Bitcoin Altcoin

5 @ b $581.6 f::_::; 5 @ WEPEMETH  $0.00005477 =~ 819% ! . \ @

All Crypto NFTs Categories Token unlocks <# Rehypo & Memes & SOL & DOT & BNB & UsA & Al & RWA & Gaming & DePIN & DeFAl & Al Agents

28 Coins S DexScan Top ® Trending New A7 Gainers & Most Visited 5/ Filters [0 Columns
# Name Price 1h % 24h % 7d % Market Cap Volume(24h) Circulating Supply Last 7 Days
% 1 @ Bitcoin BTC $80,056.61 ~0.51%  +134%  +10.41% $1,605,885,839,084 $30.165,828,851 19.83M BTC
372.65K BTC
Diapositive 20 sur 53 Frangais (France) Y% Accessibilité : consultez nos recommandations = Notes B Commentaires = == [E8 = + 97 %
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Custodial or non-custodial wallet?

wale © BitGo.

\ CUS*O id‘
D: I have Ia wallet No o Third party Centralized Exchange
an c?ntro over my (Not your coin) Centralized / Custodial y
private key? Vestmens Forey 'Ié
Yes
(Your\coin)
Digital
Hardware Wallet a . L d
™
Decentr. & Non Custodial 6 TREZOR ump e ger
old Wallet
Analog
Paper wallet o |
Decentr. & Non Custodial - bltaddress‘ or‘g
What type of non
custodial wallet?
BI’OWSGF extension
or dApp Wallet Browser & dApp wallet € ]
Decentr. & Non Custodial . METAMASK j EXODUS

Hot|wallet

Smart contract Account Abstraction

wallet Wallet A argent .3 Safe

Decentr. & Non Custodial
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